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Executive Summary 
 Forrester’s analysis of six Cisco customers found that Cisco SecureX reduced the time 

security analysts spent investigating and resolving security incidents and decreased the 
risk and cost of a data breach, by providing better visibility to threats with swifter incident 
response through a single built-in platform across Cisco Secure and third-party security 
tools. With less time needed for incident response, the organizations’ analysts gained the 
capacity to threat hunt and focus on further maturing security operations.  

 
 
 

Cisco SecureX is a cloud-native platform that enables 
organizations to consolidate threat data from Cisco 
Secure and third-party security tools into a single 
global view of contextually enriched data designed to 
facilitate rapid investigation and response. SecureX 
also provides capabilities such as automated 
workflows and native response actions that simplify, 
standardize, and accelerate incident response. 
SecureX is included and built into every Cisco 
Security product at no charge. The value it unlocks 
from Cisco Security and third-party products is a 
benefit of being a Cisco Secure customer.    

Cisco commissioned Forrester Consulting to conduct 
a Total Economic Impact™ (TEI) study and examine 
the potential return on investment (ROI) enterprises 
may realize by deploying SecureX.1 The purpose of 
this study is to provide readers with a framework to 
evaluate the potential financial impact of SecureX on 
their organizations.  

To better understand the benefits, costs, and risks 
associated with this investment, Forrester interviewed 
six Cisco customers with experience using SecureX. 
For the purposes of this study, Forrester aggregated 
the experiences of the interviewed customers and 
combined the results into a single composite 
organization. 

The customers used a number of security tools from 
Cisco and other vendors. To investigate and resolve 
security incidents prior to activating SecureX, the 
customers’ security teams accessed each of those 

tools directly using varied interfaces and passwords. 
The resulting lack of visibility and correlation across 
these tools left the security teams at risk of 
overlooking security threats and impaired the speed 
and quality of their incident response. Their 
processes for investigating and resolving threats 
were also inconsistent and highly manual.    

After using SecureX, the customers reduced analyst 
effort per incident and gained greater insights on 
security threats in their corporate environments.  

 

KEY FINDINGS 

Quantified benefits. Risk-adjusted present value 
(PV) quantified benefits applied to the composite 
organization and totaled over three years include: 

• Faster investigation and resolution, valued at 
$137,563. After integrating Cisco and third-party 
products with SecureX and leveraging SecureX’s 
capabilities, the interviewees’ organizations 

Net present value (NPV) 

$538K 
Reduction in analyst 
effort per incident  

90% 

KEY STATISTICS 

https://www.cisco.com/c/en/us/products/security/securex/index.html
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investigated and resolved incidents faster. 
SecureX enabled security analysts to aggregate 
and correlate intelligence and data across 
security infrastructure into a single view and 
codify best incident response practices into 
playbooks that allowed the teams to accelerate 
incident management. Security analysts at the 
composite organization spend an average of 75% 
less time per incident in Year 1 and 90% less 
time per incident in Year 2 and Year 3. 

• Reduced risk and cost of a data breach, 
valued at $380,289. Because SecureX enabled 
the interviewees’ organizations to detect, 
investigate, and resolve security incidents faster 
and with more complete insight, it reduced their 
risk and the cost of a data breach. For the 
composite organization, the cost of a breach 
decreases by 40% in Year 1, 45% in Year 2, and 
50% in Year 3. Its likelihood of a breach 
decreases by 35% in Year 1, 40% in Year 2, and 
45% in Year 3. 

• Decreased incident response staffing costs, 
valued at $47,820. SecureX captures, codifies, 
and internally shares security teams’ collective 
expertise. This allows the organizations to 
incorporate a wider range of experience levels 
across their incident response team and shift 
some of the more senior security analysts’ time to 

other security efforts like threat hunting and 
maturing the organizations’ security operations.  

Unquantified benefits. Benefits that are not 
quantified for this study include:  

• Increased quality and consistency of incident 
response. Using playbooks, workflows, and 
playbook-driven automations from SecureX — or 
developing their own by leveraging SecureX 
capabilities — enabled organizations to improve 
the quality and repeatability of their incident 
response. 

• Time and tools for security analysts to 
address more strategic needs. With less time 
needed to detect, investigate, and resolve 
incidents, along with the ability to shift some 
incident response to less experienced analysts, 
organizations reallocated senior security 
analysts’ time to maturing their security 
operations.   

• Improved access to and cost of cybersecurity 
insurance. Organizations believed their ability to 
demonstrate sound security processes and 
document a rapid response to threats, which they 

“If you spend your day fighting 
security incidents, SecureX is 
life-changing.” 
Director, IT services firm 

“SecureX lets us do things that 
we couldn’t even envision in the 
past. We now have a way to a 
security vision and platform that 
we didn’t have before, and I feel 
much more confident that we’re 
secure.” 
IT administrator, healthcare 
organization  
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felt SecureX enabled, ensured access to 
affordable cybersecurity insurance.  

• Better ability to communicate internally about 
security posture. With SecureX, security 
leadership could more easily provide senior 
management and the board with high-level 
insights on security operations and raise internal 
awareness of areas to prioritize for security 
improvement.    

• Ability to accomplish more with current 
security teams. Because SecureX improved the 
productivity of security teams, organizations 
could delay or avoid hiring in a tight market for 
security analysts.  

Costs. Risk-adjusted PV costs applied to the 
composite organization and totaled over three years 
include:  

• Internal labor for implementation, 
management, and support, valued at $27,808. 
Implementation and training costs included 
security engineer and security analyst time. 
Ongoing costs included a security engineer’s 
time to optimize and expand use of existing 
SecureX capabilities and leverage new 
capabilities as Cisco released them.    

The customer interviews and financial analysis found 
that a composite organization experiences benefits of 
$566K over three years versus costs of nearly $28K, 
adding up to a net present value (NPV) of almost 
$538K. 

  

 

 

 

 

 

 

“There are massive benefits around 
saving effort, spotting threats faster, 
getting deeper insights, and making 
better decisions sooner.”   
— Director, IT services firm 
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NET PRESENT 
VALUE (NPV) 

$538K 

REDUCTION IN 
ANALYST EFFORT 
PER INCIDENT 

90% 

DECREASED RISK 
AND COST OF A 
DATA BREACH  

45% to 50% 

ABILITY TO 
LEVERAGE 
ANALYST TALENT 
MORE FULLY  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

$137.6K

$380.3K

$47.8K

Faster investigation and resolution

Reduced risk and cost of a data breach

Decreased incident response staffing
costs

Benefits (Three-Year)
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TEI FRAMEWORK AND METHODOLOGY 

From the information provided in the interviews, 
Forrester constructed a Total Economic Impact™ 
framework for those organizations considering an 
investment in Cisco SecureX.  

The objective of the framework is to identify the cost, 
benefit, flexibility, and risk factors that affect the 
investment decision. Forrester took a multistep 
approach to evaluate the impact that SecureX can 
have on an organization. 

 

 

DUE DILIGENCE
Interviewed Cisco stakeholders and Forrester 

analysts to gather data relative to SecureX. 

 

CUSTOMER INTERVIEWS 
Interviewed six decision-makers at organizations 

using SecureX to obtain data with respect to 

costs, benefits, and risks.  

 

COMPOSITE ORGANIZATION 
Designed a composite organization based on 

characteristics of the interviewed organizations. 

 

FINANCIAL MODEL FRAMEWORK 
Constructed a financial model representative of 

the interviews using the TEI methodology and 

risk-adjusted the financial model based on 

issues and concerns of the interviewed 

organizations. 

 

CASE STUDY 
Employed four fundamental elements of TEI in 

modeling the investment impact: benefits, costs, 

flexibility, and risks. Given the increasing 

sophistication of ROI analyses related to IT 

investments, Forrester’s TEI methodology 

provides a complete picture of the total 

economic impact of purchase decisions. Please 

see Appendix A for additional information on the 

TEI methodology. 

DISCLOSURES 

Readers should be aware of the following: 

This study is commissioned by Cisco and delivered by 
Forrester Consulting. It is not meant to be used as a 
competitive analysis. 

Forrester makes no assumptions as to the potential ROI 
that other organizations will receive. Forrester strongly 
advises that readers use their own estimates within the 
framework provided in the study to determine the 
appropriateness of an investment in SecureX. 

Cisco reviewed and provided feedback to Forrester, but 
Forrester maintains editorial control over the study and its 
findings and does not accept changes to the study that 
contradict Forrester’s findings or obscure the meaning of 
the study. 

Cisco provided the customer names for the interviews but 
did not participate in the interviews.  
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The Cisco SecureX Customer Journey 
Drivers leading to the SecureX investment 
 
 

 

KEY CHALLENGES 

Prior to deploying SecureX, the interviewees’ 
organizations used a number of security tools from 
Cisco and other vendors. The organizations’ security 
teams accessed each tool directly, through varied 
interfaces and passwords, to investigate and resolve 
security incidents.     

The interviewees’ organizations struggled with 
common challenges, including: 

• Security risk due to lack of visibility and 
correlation across multiple security tools.  
The organizations lacked the visibility across their 
security tools that would enable them to 
aggregate and correlate threat vectors and better 
understand their overall security posture. They 

were concerned that the substantial effort 
required to monitor an array of security tools and 
their inability to “connect the dots” across those 
tools to gain contextual awareness left the 
organizations at risk of overlooking security 
threats. Even when threats were identified, this 
fragmentation impaired the speed and quality of 
the organizations’ responses, potentially 
increasing the threat’s impact. As a network and 
infrastructure security architect at an educational 
institution explained, “We needed something to 
arbitrate the data, because it was presented to us 
in so many different ways.”  

• Highly manual and variable processes for 
investigating and resolving threats. The 
interviewees’ organizations’ processes for 

  

Interviewed Organizations 

Industry Region Interviewee Cisco Secure products 
deployed 

Healthcare      Headquartered in North America 
Regional operations IT administrator 

Cisco SecureX, Umbrella, 
Firepower, Secure Endpoint 
(AMP4E), Secure Email (with 
SMA), CTR   

Education  Headquartered in Europe 
Regional operations  

Network and infrastructure 
security architect 

Cisco SecureX, Secure Endpoint 
(AMP4E), Network Analytics 
(Stealthwatch), Umbrella, 
Malware Analysis (Threat Grid) 
and Secure Email  

Industrial equipment  Headquartered in North America 
Global operations  Global network manager 

Cisco SecureX, Cloud Email 
Security, Secure Email, Secure 
Endpoint (AMP4E), Umbrella, 
Firewall (Firepower), Identity 
Services Engine (ISE), Malware 
Analysis (Threat Grid) 

Healthcare Headquartered in North America 
Regional operations  Chief information security officer  

Cisco SecureX, Secure Endpoint 
(AMP for Endpoints), Orbital, 
Secure Email and Web (w/ 
SMA), Umbrella, Network 
Analytics (SWE) 

IT services Headquartered in Europe 
National operations  Director  

Cisco SecureX, Firewall (FTD), 
Network Analytics (SW), 
Umbrella, Secure Endpoint 
(AMP4E), AMP for Networks 

Telecommunications Headquartered in Europe 
National operations  

Senior information security 
engineer  

Cisco SecureX, Secure Endpoint 
(AMP for Endpoints), Firewall 
(Firepower 4100), Secure Email, 
Umbrella 
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addressing threats were highly manual and 
typically involved logging into multiple security 
tools. The need to operate across disparate tools 
to investigate and resolve a potential threat made 
it difficult for security teams to understand the 
context of those threats; diverted those teams 
from more strategic security initiatives; and 
meant the speed and quality of investigation and 
response could vary considerably based on 
which analyst addressed an incident.   

COMPOSITE ORGANIZATION 

Based on the interviews, Forrester constructed a TEI 
framework, a composite company, and an analysis 
that illustrates the areas financially affected. The 
composite organization is representative of the six 
companies that Forrester interviewed and is used to 
present the aggregate financial analysis in the next 
section. The composite organization has the following 
characteristics:  

Description of composite. The composite 
organization is a company with $300 million in annual 
revenue and regional operations. At national and 
local levels, the organization complies with numerous 
regulations and standards around data protection and 

security, including the Health Insurance Portability 
and Accountability Act of 1996 (HIPAA), Personally 
Identifiable Information (PII), and the Payment Card 
Industry Data Security Standard (PCI DSS). It also 
strives to meet industry-specific and other guidelines 
(e.g., National Institute of Standards and Technology 
[NIST] cybersecurity frameworks). Its most prevalent 
security threats include phishing, malware, 
ransomware, and domain name system (DNS) 
security. The organization uses a number of Cisco 
Secure products including Secure Endpoint, 
Umbrella, Secure Network Analytics, Secure Firewall, 
ISE, Secure Email, and Secure Network Analytics. It 
also uses security products from other vendors.  

Deployment characteristics. The organization’s 
security team implements SecureX using internal 
resources and informal assistance from Cisco. 
Implementation includes activating SecureX and 
integrating it with security tools from Cisco and other 
vendors. Training is brief and largely self-directed or 
peer-to-peer since the SecureX interface is 
straightforward and intuitive. Certain SecureX 
features, such as the ribbon and dashboards, are 
accessible immediately. To fully capitalize on 
SecureX’s capabilities, the organization spends 
additional time on an ongoing basis fully exploring the 
solution’s existing functionality, building playbooks 
and playbook-driven automations, and leveraging 
new features as Cisco introduces them.  

 

Key assumptions 

• $300 million in annual 
revenue  

• Regional operations 
• Multiple security 

products from Cisco 
and other vendors 
 

 

“One of our major challenges 
was too much information and 
not enough correlation. We were 
drowning and didn’t even know 
what we were drowning in. We 
needed a better way to figure out 
what we needed to look harder 
at.”  
Director, IT services firm  
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Analysis Of Benefits 
Quantified benefit data as applied to the composite 

 
 
 

 
FASTER INVESTIGATION AND RESOLUTION 

Evidence and data. By integrating Cisco and third-
party products with SecureX and leveraging 
SecureX’s capabilities, the interviewees’ 
organizations enabled their security analysts to 
investigate and resolve incidents faster. The analysts 
leveraged SecureX to aggregate and correlate data 
across security tools, automate certain actions, and 
codify best practices into playbooks, which allowed 
them to simplify their processes for investigating and 
resolving security incidents.  

With this improved productivity, security analysts at a 
composite organization spend an average of 75% 
less time per incident in Year 1 and 90% less time 
per incident in Year 2 and Year 3. 

SecureX enabled analysts to see more 
contextualized threat intelligence, and to do so faster 
and with less manual effort. Organizations used 
SecureX to aggregate and share threat intelligence 
across security tools from Cisco and other vendors 
and enable their security team to quickly access that 
threat intelligence in a single view instead of multiple 
disparate screens. Interviewees indicated that asset 
lookup and enrichment efforts that previously took an 
hour or more now took seconds.   

By aggregating and correlating data across many 
individual security tools, SecureX provided context 
and streamlined security analysts’ efforts to 
understand and address security threats, including 
determinations of root cause, first-seen/last-seen, 
threat impact, threat scope, attack trends, and 
containment verification. Since SecureX presented 
these elements within the “ribbon” — a common 
investigative workflow — analysts did not have to 
break rhythm to log in to separate tools.   

This integration across tools, along with other 
SecureX capabilities, decreased analysts’ time-to-
understand and their time to respond. Because 

  

Total Benefits 

Ref. Benefit Year 1 Year 2 Year 3 Total Present Value 

Atr Faster investigation and 
resolution $49,088  $58,905  $58,905  $166,898  $137,563  

Btr Reduced risk and cost of a 
data breach $140,381  $154,138  $166,752  $461,270  $380,289  

Ctr Decreased incident response 
staffing costs $0  $24,480  $36,720  $61,200  $47,820  

 Total benefits (risk-adjusted) $189,468  $237,523  $262,377  $689,368  $565,672  

 

“The ribbon pulls it all together 
for us, instead of our having to 
jump in and out of silos of 
information.”  
Global network manager, industrial 
equipment manufacturer   
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incident workflow was integrated into the SecureX 
ribbon, analysts no longer had to log in elsewhere to 
see what was happening with a particular incident. 
SecureX enabled playbook-driven automation of 
security tasks where appropriate, including 
investigations, remediation actions, reporting, and 
incident management. SecureX also made it easier 
for teams to collaborate on — and share information 
about — incident response. Analysts and managers 
created, shared, or accessed reports about incidents 
and incident response faster and with less effort.  

The organizations’ use of playbooks — whether 
provided by or created within SecureX — to manage 
incident response also improved efficiency. These 
playbooks ensured more uniform workflow for a given 
incident type regardless of which analyst addressed 
an incident. 

Interviewees’ observations on their faster 
investigation and resolution included the following:  

• “By layering SecureX over our existing Cisco 
tools, we can do things we couldn’t do with the 
tools all by themselves,” stated the global 
network manager at the industrial equipment 
manufacturer. 

• The network and infrastructure security architect 
at the educational institution said: “Investigations 
are simpler because of the integration with our 
tooling. We no longer stumble from data source 
to data source, running searches.”  

• The director at the IT services firm reported: 
“SecureX enables us to pull all our active 
investigations together, zoom in on those, grab 
all the context, grab all the information that we’ve 
run, and get to the bottom of what’s going on a lot 
quicker. It helps us make better informed 
decisions about where we spend our time.”  

• “SecureX makes it easy to see what happened 
and then show other people,” said the global 
network manager at the industrial equipment 
manufacturer. “It can visualize that a threat vector 

reached out to three other PCs and those PCs 
called home to a questionable IP address. We 
immediately know where to dig. To figure that out 
in the past would have taken a ridiculous amount 
of effort, and then we’d be trying to write it up in 
an email.” 

• “With some of the automations I’ve built, I don’t 
even have to wait for and respond to an alert. 
SecureX will just deal with it and then tell me, 
‘Hey, I did this,’” stated the IT administrator at a 
healthcare organization. 

Modeling and assumptions. For the composite 
organization, Forrester assumes:  

• Each year, 400 security incidents need manual 
investigation and resolution.  

• Before SecureX, analysts spend an average of 
150 minutes investigating and resolving each 
incident.  

• After SecureX, analysts spend an average of 
75% less time per incident in Year 1 and 90% 
less time per incident in Year 2 and Year 3.  

Risks. Faster investigation and resolution will vary 
based on: 

“We don’t need to manually 
collect threat information from 
lots of sources and lots of 
people — it’s all right there in 
SecureX.” 
Senior information security 
engineer, telecommunications 
company  
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• An organization’s maturity of its security posture. 

• An organization’s prior state for investigation and 
resolution of security incidents.  

• The nature of an organization’s security incidents 
and resulting per-incident analyst time to 
address. 

• The number of incidents. 

• The extent to which an organization has 
automated its responses to certain types of 
alerts. 

 

 

• The extent to which an organization has 
leveraged SecureX’s capabilities and matured its 
overall security operations.  

• Security analyst experience and capabilities.  

• Prevailing local compensation rates.   

Results. To account for these risks, Forrester 
adjusted this benefit downward by 15%, yielding a 
three-year, risk-adjusted total PV (discounted at 10%) 
of $137,563. 

 

 

 

  

Faster Investigation And Resolution 

Ref. Metric Calculation Year 1 Year 2 Year 3 

A1 
Number of security incidents that need 
manual investigation and resolution 
(annual) 

Interviews 400 400 400 

A2 Analyst time to investigate and resolve an 
incident before SecureX (minutes) Interviews 150 150 150 

A3 Reduction in time needed to investigate 
and resolve an incident after SecureX Interviews 75% 90% 90% 

A4 Analyst time to investigate and resolve an 
incident after SecureX (minutes) A2*(1-A3) 38 15 15 

A5 Annual time savings (hours) (A1*A2*A3)/60 750 900 900 

A6 Security analyst fully burdened 
compensation (hourly) 

Assumption: 
$160,000/2,080 $77  $77  $77  

A7 Productivity recapture  Assumption 100% 100% 100% 

At Faster investigation and resolution A5*A6*A7 $57,750  $69,300  $69,300  

  Risk adjustment ↓15%       

Atr Faster investigation and resolution (risk-
adjusted)   $49,088  $58,905  $58,905  

Three-year total: $166,898  Three-year present value: $137,563  
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REDUCED RISK AND COST OF A DATA BREACH 

Evidence and data. Because SecureX enabled the 
interviewees’ organizations to detect, investigate, and 
resolve security incidents faster and with more 
complete insight, it reduced their risk and cost of a 
data breach. For the composite organization, the cost 
of a breach decreases by 40% in Year 1, 45% in 
Year 2, and 50% in Year 3. Its likelihood of a breach 
decreases by 35% in Year 1, 40% in Year 2, and 
45% in Year 3. 

Interviewees cited better and more complete visibility 
to emerging security threats and trends across their 
organizations as a key factor in reducing the risk and 
cost of a data breach. Integrations between their 
security tools and SecureX enabled the organizations 
to aggregate and share threat intelligence across 
security solutions from Cisco and other vendors. 
Correlation of data from those multiple sources gave 
organizations visibility to threats they could not see 
before, around overall trends as well as details of a 
specific incident such as whether a threat vector that 
appeared on one tool had appeared on other tools.  

Interviewee comments on how SecureX improved 
their visibility included the following:  

• The network and infrastructure security architect 
at the educational institution stated: “The 
integration provides cross-product visibility, like 
visibility of an email to a person who clicks on a 
link and downloads a piece of malware that 
executes on a PC then moves somewhere else. 
We can take a deeper dive forensically as we 
uncover things.” 

•  “It allows us to look across all these different 
systems and find related activities,” said the chief 
information security officer (CISO) at a healthcare 
organization. “You can search for one thing, and 
it’s going to show you where it may have 
bounced to across all these different tools. You 
don’t have to go tool to tool to tool and search for 
different things and try to figure it out yourself.” 

• “SecureX provides a new capability to proactively 
find threats within the organization,” said the 
network and infrastructure security architect at 
the educational institution. 

The ability to quickly share comprehensive 
information with others who help resolve a threat also 
reduced risk and potential cost of a threat. The global 
network manager at the industrial equipment 
manufacturer noted: “Dwell time overall has dropped 
significantly because the integrations and the ribbon 
allow me to zero in on something and then compile 
and distribute that information much faster and way 
more effectively, so others can see what I’m seeing. 
They can see the file in question, the machine in 
question, who was talked to, the suspicious IP it went 
to, the alerts that are going, and why we need to look 
into it.” 

Interviewees indicated that containing a threat faster 
could substantially reduce an incident’s damage and 
cost. The CISO at a healthcare organization 
explained: “Our taking remedial action in 15 minutes 
instead of several hours could prevent a threat actor 
from gaining a foothold and causing millions in 
damage from a single incident. With ransomware, for 
instance, the big part is reducing the exposure; if only 

“You understand threats more 
when you have this amazing 
visibility instead of poking 
around. It’s like going from a 
little flashlight to a floodlight.” 
IT administrator, healthcare 
organization  
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a little bit of data is involved, the ransom requested 
would be less.” 

Automating certain incident responses like taking an 
endpoint off the network — sometimes prior to 
analysts’ becoming aware that a threat existed — 
further reduced the risk and potential extent and cost 
of a data breach. Interviewees described the value of 
automations their organizations built and deployed 
with SecureX:  

• “The most critical impact of automation is the 
ability to isolate something, like when someone 
downloads malware via a phishing email or 
ransomware hits a device,” said the IT 
administrator at a healthcare organization. “My 
main concern is protecting the network and 
stopping threats before they can spread further 
throughout the organization.” 

• The director at the IT services firm stated: “If we 
hit some marker level that we think would be a 
high impact event, we’ll automatically isolate that 
endpoint using SecureX. I’d rather have a user 
say, ‘I’ve been cut off the network’ than ‘I’ve been 
hacked.’” 

The faster investigation and resolution freed up 
security analyst time for more proactive efforts like 
threat hunting or maturing the security organization. 
This shift in focus from reactive to proactive work 
improved the cybersecurity posture and further 
decreased risk. SecureX also provided tools that 

improved that threat hunting, like access to Cisco’s 
Talos threat intelligence.  

The network and infrastructure security architect at 
the educational institution said: “In the past we only 
ever reacted, and only to the worst events. That’s 
completely different now. We don’t have to sit back 
and wait for things to happen, because we have the 
time and tools to be proactive. For instance, with 
Talos we can download the signatures for a current 
threat, check if we have that problem, and create a 
report. We never had that before, or even dreamt 
we’d be capable of doing that.”  

If an organization did experience a data breach, 
interviewees indicated their use of SecureX could 
decrease costs for forensic investigation. They also 
felt using SecureX would help reduce or avoid any 
associated regulatory fines by enabling them to 
respond quickly to the breach and demonstrate they 
had maintained a strong security posture.  

Regulations may require certain actions (e.g., 
notification of affected customers) within a prescribed 
time period after the breach to avoid or lessen fines. 
The imposition or extent of those fines may vary 
depending on whether an organization can 
demonstrate that it was adhering to sound security 
practices. 

The IT administrator at a healthcare organization 
explained: “If something does happen, organizations 
get fined not necessarily because they were 
breached but because they were negligent. Because 
of what’s organized and built into SecureX, I don’t 
think anybody’s going to walk into our organization 
and say, ‘They were negligent.’” A CISO at a 
healthcare organization said: “Having the right 
visibility and reducing the scope of the incident could 
help reduce — even eliminate — fines.”  

Modeling and assumptions. For the composite 
organization, Forrester assumes:  

• The average global cost of a data breach is 
$3,860,000.  

“We see things we never saw 
before.” 
IT administrator, healthcare 
organization  
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ANALYSIS OF BENEFITS 

• The likelihood of a 30,000-record breach in a 
given year is 7.45%.  

• After SecureX, the cost of a breach decreases by 
40% in Year 1, 45% in Year 2, and 50% in Year 
3.  

• After SecureX, the likelihood of a breach 
decreases by 35% in Year 1, 40% in Year 2, and 
45% in Year 3.  

Risks. Reduced risk and cost of a data breach will 
vary based on: 

• The prevalence, nature, and average cost of data 
breaches in an organization’s industry.  

• The volume and type of data breached.  

• The geographic scope of an organization’s 
operations.  

• Regulatory and compliance measures an 
organization is required to follow. 

• An organization’s prior state and maturity level for 
security.  

• Prior security software. 

• The extent to which an organization has 
leveraged Cisco SecureX’s capabilities and 
further matured its security operations.  

Results. To account for these risks, Forrester 
adjusted this benefit downward by 20%, yielding a 
three-year, risk-adjusted total PV of $380,289. 

 

 

  

Reduced Risk And Cost Of A Data Breach 

Ref. Metric Calculation Year 1 Year 2 Year 3 

B1 Average cost of a data breach (global) Ponemon 2020 $3,860,000  $3,860,000  $3,860,000  

B2 Likelihood of a 30,000 record breach 
(within two years/2) Ponemon 2019 7.45% 7.45% 7.45% 

B3 Expected average annual cost of a breach 
before SecureX B1*B2 $287,570  $287,570  $287,570  

B4 Reduction in cost of breach after SecureX  Interviews 40% 45% 50% 

B5 Reduction in likelihood after SecureX  Interviews 35% 40% 45% 

B6 Average cost of a data breach after 
SecureX  (1-B4)*B1 $2,316,000  $2,123,000  $1,930,000  

B7 Average likelihood of a data breach after 
SecureX (1-B5)*B2 4.84% 4.47% 4.10% 

B8 Expected average annual cost of a breach 
after SecureX B6*B7 $112,094  $94,898  $79,130  

Bt Reduced risk and cost of a data breach B3-B8 $175,476  $192,672  $208,440  

  Risk adjustment ↓20%       

Btr Reduced risk and cost of a data breach 
(risk-adjusted)   $140,381  $154,138  $166,752  

Three-year total: $461,270  Three-year present value: $380,289  
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ANALYSIS OF BENEFITS 

DECREASED INCIDENT RESPONSE STAFFING 
COSTS 

Evidence and data. Over time, SecureX enabled 
organizations to include less senior (and less 
expensive) security analysts on their incident 
response teams because they could provide analysts 
with detailed playbooks and other guidance and also 
automate certain incident response efforts. Instead of 
relying on what was in each analyst’s memory about 
incident response, the organizations used playbooks, 
workflows, and playbook-driven automations from 
SecureX. They also developed their own playbooks 
to capture, codify, and internally share the security 
team’s collective expertise.  

The organizations incorporated a wider range of 
experience levels across their incident response 
teams and shifted some of the more senior analysts’ 
time to other security efforts like threat hunting.  

Modeling and assumptions. For the composite 
organization, Forrester assumes:  

• A total of three security analyst FTEs investigate 
and resolve incidents in Year 1, Year 2, and Year 
3.  

• Over time, the organization shifts a percentage of 
that effort to analysts with less experience and 
lower compensation. The percentage is 20% in 
Year 2 and 30% in Year 3.  

• The organization saves 30% on compensation for 
a less experienced analyst.  

Risks. Decreased staffing costs will vary based on: 

• Number of analysts investigating and resolving 
incidents. 

• The nature and extent of security analyst 
experience and expertise.   

• The extent to which an organization has 
leveraged SecureX’s capabilities and matured its 
overall security operations.  

• Prevailing local compensation rates.  

Results. To account for these risks, Forrester 
adjusted this benefit downward by 15%, yielding a 
three-year, risk-adjusted total PV of $47,820. 

 

Decreased Incident Response Staffing Costs 

Ref. Metric Calculation Year 1 Year 2 Year 3 

C1 Baseline number of security analysts 
investigating and resolving incidents Interviews 3 3 3 

C2 Security analyst baseline fully burdened 
compensation (annual) Assumption $160,000  $160,000  $160,000  

C3 Percentage of analyst effort shifted to less 
experienced analysts Interviews 0% 20% 30% 

C4 Anticipated compensation savings for each 
less experienced analyst Assumption 30% 30% 30% 

Ct Decreased incident response staffing costs C1*C2*C3*C4 $0  $28,800  $43,200  

  Risk adjustment ↓15%       

Ctr Decreased incident response staffing costs 
(risk-adjusted)   $0  $24,480  $36,720  

Three-year total: $61,200  Three-year present value: $47,820  
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ANALYSIS OF BENEFITS 

UNQUANTIFIED BENEFITS 

Additional benefits that customers experienced but 
were not able to quantify include:  

• Increased quality and consistency of incident 
response. The ease of developing playbooks, 
workflows, and playbook-driven automations with 
SecureX — or using those that were already 
available in SecureX — enabled organizations to 
increase the quality and repeatability of their 
incident response across security professionals 
with varied levels of experience and expertise. 
The director at the IT services firm said: 
“SecureX gives us a more uniform delivery of a 
workflow so that, when our analysts are doing a 
certain activity, everything is done in the same 
way.”  

In addition, the more complete context of threat 
data provided through SecureX integrations 
augmented with Talos threat intelligence led to 
more accurate investigations, higher-quality 
evidence within an investigation, and better 
decisions about threat resolution.  

• Time and tools for security analysts to 
address more strategic needs. With less effort 
needed to detect, investigate, and resolve an 

incident — and some of that effort shifted to less 
experienced security analysts — organizations’ 
senior security analysts had more time to mature 
the organizations’ security operations. That 
included building out automated workflows for 
simplifying incident response, strengthening 
security policies for stronger defense, 
implementing new security tools, threat hunting, 
penetration testing, analytics and reporting, and 
additional training on security tools and 
techniques.   

The IT administrator for a healthcare organization 
noted: “This is the first year I feel like I’m really 
doing a proper risk assessment, because I have 
the time.” The global network manager at the 
industrial equipment manufacturer said: “SecureX 
puts things in a single place and gives me the 
bandwidth and some new capabilities to improve 
our security posture.” 

• Improved access to and cost of cybersecurity 
insurance. Although the benefit is not unique to 
SecureX, several interviewees mentioned that 
the ability to demonstrate appropriate security 
processes and indicate a swift response to 
threats — both of which they felt SecureX helped 
them evidence — had helped ensure access to 
affordable cybersecurity insurance.  

 

“SecureX not only simplified 
threat hunting for us, but also 
freed up time so we can actually 
do it. Threat hunting had always 
been something we aspired to 
but never managed to do.” 
Network and infrastructure security 
architect, educational institution 

“It helps you paint a picture for 
others about where you can take 
the security operations by using 
it.” 
Director, IT services firm  
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ANALYSIS OF BENEFITS 

 

• Better ability to communicate internally about 
security posture. SecureX helped interviewees 
raise internal awareness about the current status 
of their organizations’ security operations, by 
making it easier to provide executives and the 
board with a high-level view of security 
operations and indicate specific areas to prioritize 
for security improvement. 

• Ability to accomplish more with current 
security teams. Because SecureX improved the 
productivity of their security teams, organizations 
faced less pressure to hire in a tight market for 
security analysts.  

 

FLEXIBILITY 

The value of flexibility is unique to each customer. 
There are multiple scenarios in which a customer 
might implement SecureX and later realize additional 
uses and business opportunities, including:  

• Leveraging SecureX’s current capabilities 
more fully. SecureX has a broad range of 
capabilities and interviewees continued to deploy 
those incrementally over time.  

 

• Capitalizing on new SecureX capabilities as 
they are introduced. Organizations anticipated 
using additional SecureX capabilities as it 
continues to evolve.  

Flexibility would also be quantified when evaluated as 
part of a specific project (described in more detail in 
Appendix A). 

 

 

“What we’re doing so far works 
well, so we’ll do more of it — 
integrate more, automate more. 
We’ll let the platform do more of 
the heavy lifting and automate in 
ways that further reduce risk.” 
Director, IT services firm   
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Analysis Of Costs 
Quantified cost data as applied to the composite 

 
 
 

INTERNAL LABOR FOR IMPLEMENTATION, 
MANAGEMENT, AND SUPPORT 

Evidence and data. Every Cisco Secure customer is 
entitled to SecureX and even though it is included at 
no additional charge with the purchase of any 
SecureX-capable product, organizations do need to 
invest staff time to gain its benefits. 

The interviewees’ organizations activated SecureX in 
minutes, but interviewees described implementation 
in broader terms. Typically, a security engineer 
integrated SecureX with the organization’s Cisco 
Secure products and its third-party security tools, got 
familiar with SecureX, and then trained security 
analysts on its use. Training was brief as analysts 
found SecureX intuitive and easy to use.  

On an ongoing basis, SecureX requires no technical 
support, but interviewees noted that a security 
engineer continued to increase its impact by 
optimizing and expanding use of existing SecureX 
capabilities; leveraging new capabilities as Cisco 
released them; and training security analysts on how 
to use those additional capabilities.  

The expanded use usually included developing 
additional integrations powered by orchestration 
between technologies and building automated 
workflows for maximizing efficiency.  

Modeling and assumptions. For the composite 
organization, Forrester assumes:  

• A security engineer spends 20 hours on initial 
technical implementation and 100 hours each 
year on ongoing management and support.  

• Three security analysts each spend two hours in 
training during implementation and an additional 
two hours each year on an ongoing basis.  

Risks. Initial and ongoing internal labor for 
implementation, management, and support will vary 
based on:  

• Which Cisco and third-party products an 
organization integrates with SecureX.    

  

Total Costs 

Ref. Cost Initial Year 1 Year 2 Year 3 Total Present Value 

Dtr 

Internal labor for 
implementation, 
management, and 
support 

$2,463  $10,191  $10,191  $10,191  $33,037  $27,808  

 Total costs (risk-
adjusted) $2,463  $10,191  $10,191  $10,191  $33,037  $27,808  

 

“SecureX is very intuitive. I 
found the integrations, even the 
third-party integrations, very fast 
to set up.” 
IT administrator, healthcare 
organization  
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ANALYSIS OF COSTS 

• Staff experience and capabilities. 

• The number of individuals trained. 

• The extent to which an organization continues to 
expand and optimize its use of Cisco SecureX’s 
full capabilities. 

• Prevailing local compensation rates.

Results. To account for these risks, Forrester 
adjusted this cost upward by 15%, yielding a 
three-year, risk-adjusted total PV (discounted at 
10%) of $27,808. 

 

 

 

 
 

Internal Labor For Implementation, Management, And Support 

Ref. Metric Calculation Initial Year 1 Year 2 Year 3 

D1 
Security engineer time for technical 
implementation and ongoing 
management and support (hours) 

Interviews 20 100 100 100 

D2 Security engineer fully burdened 
compensation (hourly) 

Assumption: 
$174,720/2,080 $84  $84  $84  $84  

D3 Number of security analysts trained Interviews 3 3 3 3 

D4 Hours spent in training, per analyst Interviews 2 2 2 2 

D5 Security analyst hourly 
compensation, fully burdened  A6 $77  $77  $77  $77  

Dt Internal labor for implementation, 
management, and support 

(D1*D2)+(D3*D4*
D5) $2,142  $8,862  $8,862  $8,862  

  Risk adjustment ↑15%         

Dtr 
Internal labor for implementation, 
management, and support (risk-
adjusted) 

  $2,463  $10,191  $10,191  $10,191  

Three-year total: $33,037  Three-year present value: $27,808  
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Financial Summary 
 

CONSOLIDATED THREE-YEAR RISK-ADJUSTED METRICS 
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Cash Flow Chart (Risk-Adjusted)

Total costs Total benefits Cumulative net benefits

The risk-adjusted NPV is 
determined by applying risk-
adjustment factors to the 
unadjusted results in each 
Benefit and Cost section. 

 

The financial results calculated in the 
Benefits and Costs sections can be 
used to determine the NPV for the 
composite organization’s investment. 
Forrester assumes a yearly discount 
rate of 10% for this analysis. 

 

Cash Flow Analysis (Risk-Adjusted Estimates) 

    Initial Year 1 Year 2 Year 3 Total Present 
Value 

Total costs   ($2,463) ($10,191) ($10,191) ($10,191) ($33,037) ($27,808) 

Total benefits   $0  $189,468  $237,523  $262,377  $689,368  $565,672  

Net benefits   ($2,463) $179,277  $227,331  $252,186  $656,331  $537,864  
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Appendix A: Total Economic 
Impact 
Total Economic Impact is a methodology developed 
by Forrester Research that enhances a company’s 
technology decision-making processes and assists 
vendors in communicating the value proposition of 
their products and services to clients. The TEI 
methodology helps companies demonstrate, justify, 
and realize the tangible value of IT initiatives to both 
senior management and other key business 
stakeholders. 

TOTAL ECONOMIC IMPACT APPROACH 

Benefits represent the value delivered to the 
business by the product. The TEI methodology 
places equal weight on the measure of benefits and 
the measure of costs, allowing for a full examination 
of the effect of the technology on the entire 
organization.  

Costs consider all expenses necessary to deliver the 
proposed value, or benefits, of the product. The cost 
category within TEI captures incremental costs over 
the existing environment for ongoing costs 
associated with the solution.  

Flexibility represents the strategic value that can be 
obtained for some future additional investment 
building on top of the initial investment already made. 
Having the ability to capture that benefit has a PV 
that can be estimated.  

Risks measure the uncertainty of benefit and cost 
estimates given: 1) the likelihood that estimates will 
meet original projections and 2) the likelihood that 
estimates will be tracked over time. TEI risk factors 
are based on “triangular distribution.”  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The initial investment column contains costs incurred at “time 
0” or at the beginning of Year 1 that are not discounted. All 
other cash flows are discounted using the discount rate at the 
end of the year. PV calculations are calculated for each total 
cost and benefit estimate. NPV calculations in the summary 
tables are the sum of the initial investment and the 
discounted cash flows in each year. Sums and present value 
calculations of the Total Benefits, Total Costs, and Cash Flow 
tables may not exactly add up, as some rounding may occur. 

 

PRESENT VALUE (PV) 

The present or current value of 
(discounted) cost and benefit estimates 
given at an interest rate (the discount 
rate). The PV of costs and benefits feed 
into the total NPV of cash flows.  

 

NET PRESENT VALUE (NPV) 

The present or current value of 
(discounted) future net cash flows given 
an interest rate (the discount rate). A 
positive project NPV normally indicates 
that the investment should be made, 
unless other projects have higher NPVs.  

 

RETURN ON INVESTMENT (ROI) 

A project’s expected return in 
percentage terms. ROI is calculated by 
dividing net benefits (benefits less costs) 
by costs.  

 

DISCOUNT RATE 

The interest rate used in cash flow 
analysis to take into account the  
time value of money. Organizations 
typically use discount rates between  
8% and 16%.  

 

PAYBACK PERIOD 

The breakeven point for an investment. 
This is the point in time at which net 
benefits (benefits minus costs) equal 
initial investment or cost. 
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Appendix B: Endnotes 
 

1 Total Economic Impact is a methodology developed by Forrester Research that enhances a company’s  
technology decision-making processes and assists vendors in communicating the value proposition of their 
products and services to clients. The TEI methodology helps companies demonstrate, justify, and realize the 
tangible value of IT initiatives to both senior management and other key business stakeholders 
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